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The process, benefits, and challenges of data sharing.
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Creating legal framework for INCISIVE health data 
repository

Result: D7.3 Data Donation Legal Framework

Conditions for re-using the data by AI developers for cancer
research

Data sharing framework for external data providers

Populated with medical images and data from partners in 
Greece, Italy, Spain, Serbia and Cyprus

GDPR & national
laws

Legal basis, 
Anonymization

Security measures,     
Restriction on data 
transfers outside of 

EEA

Database sui generis 
rights & copyrights

(?)
„Ownership” of data Data license terms

Data Governance 
Act 

Rules on re-use of data 
by public sector

Rules for data 
intermediaries

EHDS & AI Act
(proposals)

EHDS: Data holders’ 
obligations to allow 
data re-use, secure

processing 
environments

AI Act: Requirements 
for AI training and 

documentation
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These projects has received funding from the European Union’s Horizon 
2020 research and innovation programme
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Full Consortium

Data scientists
Clinicians
Ethicists

Social scientists
Legal expertswww.future-ai.eu

These projects has received funding from the European Union’s Horizon 
2020 research and innovation programme

FUTURE-AI: Best practices for trustworthy AI in 
medicine

http://www.future-ai.eu/
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a. Security as an integral process.
b. Risk-based security management.
c. Prevention, detection, response and 

conservation.
d. Lines of defense.
e. Continuous surveillance.
f. PDCA: Assessment and improvement. 
g. Different roles and responsibilities

Asset management: inventory, use, disposal, transfer, information classification…  
Access control: policy, user registration and deregistration, access rights, authentication …. 
Cryptography: policy, key management …
Physical and environmental security: perimeter protection, entry controls, prevent external and 
environmental threats,  secure areas, clear desk and clear screen …
Operations security: procedures, change & capacity management,  malware & vulnerabilities prevention, 
backup, log information, audit controls
Communications Security: policy, segregation, data encryption in transfer
Business Continuity management:.
Incident management

These projects has received funding from the European Union’s Horizon 
2020 research and innovation programme

Putting order in data repositories for health 
research


