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GDPR General Data Protection Regulation

HIS Hospital Information System

HL7 CDA Clinical Document Architecture: Standard of Health Level Seven Organizatiof

HL7 EHIR Fast I_—|ea_|thcare Interoperability Resources: Standard of Health Level
Organization

HL7 v2 or v3 Health Level Seven Standard Version 2 or Version 3
Health Level Seven: International Hor-profit organization for standarg
developing dedicated to providing a comprehensive framework and re

HL7 standards for the exchange, integration, sharing, and retrieval of electronic |
information that suppots clinical practice and the management, delivery
evaluation of health services.

HPO The Human Phenotype Ontology

HTTP Hypertext Transfer Protocol

IBM International Business Machines Corporation

ICD International Statistical Classification of Diseases and Related Health Probler

ICT Information and Communications Technology

IEEE Devices IEEE Devices Numbers

IHE Integrating the Healthcare Enterprise

I0D Information Object Definition

ISO International Organization for Standardization

IT Infrastructure  |Information Technology Infrastructure

IVDR In Vitro Diagnostic medical devices Regulation

JSON JavaScript Object Notation

LIS Laboratory Information System

LOINC Logical Observation ldentifiers Names and Codes

MaaS Modelasa-Service

MDC Medical Device Certification

MDR Medical Devices Regulation

MEDCIN MedicomSystems Terminology

MEDRT Medication Reference Terminology

MRI Magnetic Resonance Imaging

NANDA North American Nursing Diagnosis Association

NDC C5! Qa bldAz2ylf 5NMzZA / 2RS

NDDR Nearly raw raster data

NDFRT National Drug File Reference Terminology
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NHS National Health Service
NIFTI Neuroimaging Informatics Technology Initiative
OASIS Organization for the Advancement of Structured Information Standards
OAuth Open Authorization protocol
OHDSI Observational Health Data Sciences and Informatics
OMOP Observational Medical Outcomes Partnership
OpenEHR Open Electronic Health Record
PACS Picture Archive and Communication System
PDF Portable Document Format
RAD Radiology
ReEIF Refined eHealth European Interoperability Framework
REST Representational state transfer
RIS Radiology Information System
SNOMED CT Systematized Nomenclature of Medick®inical Terms
SOA ServiceOriented Architecture
SOP DICOM Servie®bject Pair
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UCUM Unified Code for Units of Measure
UDIDI Unique Device Identifieg Device Identifier
Ul User Interface
UMLS Unified Medical Language System
UNII Unique Ingredient Identifier
WHO World Health Organisation
WP Work Package
XDS Cross Enterprise Document Sharing
XML eXtensible Markup Language

1. Presentation

1.1. DocumentPurpose

This deliverablencludesrecommendations foeany worldwide project or initiative that wants to
operate with global standards
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It presents the INCISIVE interoperability framework to showntkeéhodologyfrom the beginning

the use of global standards, atite specificationand definition usedo be an example for other
initiative or researchas INCISIVE platform regarding standard exchange of clinical data and
medical images.

It also explains thdssues recommendations, possible futursteps, and the possbility of
reutilizationof the implementation guides defined, and taevantage®f using global standards

1.2. DocumentScope

The scope of this deliverable covers all aspexisered within INCISIVE projeatgarding
interoperability. Suggestions for standardization in the health sector are also introduced.

It alsodescribes how was defined thateroperability framework, what was themethodology
that INCISIVE uge analyse the identification process and use casg&plains how was dathe
specificationof the different interoperability scenarios indicates the importance of explang
the potential risks and maintenance plamsd how this was done by INCISIVRrovides a
comprehensive overviewabout interoperability frameworks andecommendations about
standards suggestiorfer the future projects and concludes withthe importance ofdescrbing
the releaseprocess andhe reuse of thanteroperability frameworlk.

1.3. Related Documents

INCISIVEnteroperability FFamework document.
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2. Introduction

This section aims to make an introduction to health interoperability, its layers, and the health
standards of each layer. It also gives a specific approach for European or international projects
while making reommendationson how to define an interoperability framewark

2.1. Interoperability andSandards in Healthcare

To understand thenteroperability, it is necessary to know the difference between information
and data. Data is a collection of facts, while infotima puts those facts into context. While data

is raw and unorganized, information is organized. Data points are individual and sometimes
unrelated. Information maps out that data to provide a-pigture view of how it all fits together.

Interoperabilityrefers to the capacity of different systems, devices, or applications to exchange
information without altering its meaning. The implementation of interoperability is crucial to
resolve data integration issues between systems, mitigate data inconsistereidsenable
effective management of potential changes. It is designed to convert information from one
system for interpretation to another, allowing for communication and data exchange while
preserving the architecture of the different systems, rather tmaplacing it.

In healthcare information systems, it is important tonsider preserving the architecture,
authorizing accessprotecting, and securing the data, maintaining meaning for the correct
interpretation of the information by healthcare professis, guaranteeing focus on relevant
patient information, etc. For this reason, the interoperability framework resolves and defines the
process followed by all these health information exchange needs.

Therefore, in summary we could say that the successkahange of information between
systems is interoperability, and the transformation of data into information and the design of how
to share this information is achieved with interoperability standards.

The interoperability standards define how healthcaméormation can be exchanged and enable
the operational processes, storing and sharing of information between different systems.

2.2. Common Guidelines for eHealth Harmonisation and Interoperability

Information systems have evolved very fast technologically thischas caused a lot of diversity

in their management and architecture. It seems that by defining guidelines (common rules that
allow us all to interoperate at least with a common criterion and methodology) by design, despite
using different standards ¢enmon language and a common set of expectations that enable
interoperability between systems and/or devices) according to each solution; can greatly improve
this situation in the future and facilitate integration between systems.
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The refined eHealtEuropean Interoperability Framework (ReEigpositioned as an operational

tool kit for implementers and purchasers to deploy eHealth systems. It is intended to be used as
a reference guide in calls for proposals and tenders for the Connecting Eurojtiey {EEF)
deployment, but possibly also for deployment at the national and regional levels. The vision is
that the eHealth EIF will be leveraged by the eHealth Network for eHealth deployment that takes
place in Member States. The hitgvel concepts i@ its governance, principles, agreements,
interoperability levels, and higlevel use cases.

Interoperability involves many different aspects thatust be considered Aspects such as
legislation and guidelines, contracts and agreements between exchapgntigs, governance

and maintenance, shareable workflows, standardised data elements, semantic and syntactic
choices, applications, technical infrastructure, and safety and privacy issues all play a part. Only
when all these aspects have beeaonsidered and when all stakeholders are involved in the
process, implementation can be successful.

To achieve interoperability between systems, the Redéfine six layers, each of which addresses
key aspects of effective communication and focuses on different staisd This structure is like
a hierarchical structure

Legal and regulatory Legal and regulatory constraints
Policy Collaboration agreements

Care Process Alignment of care processes
Information Defining and coding of information
Applications Integration in healthcare systems
IT Infrastructure Communication protocols

Figurel RefinedeEIRReEIF) model

1 ReEIF Overview. (n.d.). from
https://ec.europa.eu/research/participants/documents/downloadPublic?documentlds=080166e5b56dffdc&appld=
PPGMS

2 CEF Overview. (n.d.). from https://commission.europa.eu/fundemgers/findfunding/eufunding
programmes/connectinguropefacility_en
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European or international projects should follaine ReEIFINCISIVE follows the ReBbkt an
attempt has been made to group these layers into fiwegroup them into the different tasks
distributed among the different partners. Here's how these layers worked in INCISIVE:

1 Legal interoperability (Legal and regulatory, Polieyjsures that all the actors operate
under the same legal framework, policisgcurity,and strategies.

1 Organizational interoperability (Care Process): ensures that all the actors and transactions
of different use cases are standardized in a common anbagldefinition of these
scenarios.

1 Semantic interoperability (Information): encodes data to maintain the meaning of all
information exchanged.

1 Syntactic interoperability (Information, Applications): defines how data exchange is to be
carried out and definion of its structure.

1 Technical interoperability (Applications, IT Infrastructure): defines the technical language
that will support syntactic interoperability and relates to interconnection, integration,
accessibilityand presentation of data, among aghs.

For each layer of interoperability, there are different typesndéroperabilitystandards. Each of
these standards combined with each other address all interoperability requirements.

1 Of all existing interoperabilitgtandardsijt is important to cossider the context of use to
choose an internationahational,or local standard as needed. These are the various uses:
International standard: a standard adopted by an international standardisation
organisation and made available to the public.

1 European w®ndard: a standard adopted byEuropeanstandardisation organisation and
made available to the public.

1 National standard: a standard adopted by a national standardisation organisation and
made available to the public.

Depending on the interoperability yar that is being defined, different standards will be used.
Each layer of interoperability solves a piece of the data exchange process. The legal layer uses
legal and security standards. The organizational layer uses standards sudegrating the
Heathcare Enterpris€lHB®to know that use cases are aligphwith the standardsThe semantic

layer uses standards such @88lOMED CTor clinical data and LOIR@r laboratory data.The
syntactic layer uses standards suchHa§ FHIor clinical data and>ICOM for medical images.

3 Integrating the Healthcare Enterpris@verview. (n.d.). from https://www.ihe.net/

4 Systematized Nomenclature of Medici@inical Term®verview. (n.d.). from https://www.snomed.org/
5Logical Observation Identifiers Names &@uwbesOverview. (n.d.). from https://loinc.org/

6 Fast Healthcare Interoperability Resources: StandardHeflth Level Seven Organizatiofn.d.). from
https://lwww.hl7.org/fhir/index.html

7 Digital Imagig and Communication In Medici@verview. (n.d.). dm https://www.dicomstandard.org/current
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Finally, the technical layer uses standards sucts@or XML format to represent the structure
of messages. Therefore, there are different standards to address each layer of interoperability
and the typeof information to be exchanged will determine the choice.

It is crucial to use healthcare interoperability standards to ensure consistent data sharing
between departments, organizations, levels of care or globally.

8 JavaScript Object Notatidntroduction. (n.d.). fromhttps://www.json.org/ijsonen.htmi
9 eXtensible Markup Language Introductig¢n.d.). fromhttps://www.w3.org/XML/

15118

INCISIVE H2020SC1FADTS20182020 / H2020SCIFADTS20191 ¢ GA number 952179


https://www.json.org/json-en.html

Deliverable3.4

?N C l S I V E Revision.0, 2807-\2?233

3. Interoperability framework introduction

3.1. What is an Interoperability Framework

In any project where data exchangecursbetween information systems, an Interoperability
framework should be added.

The Interoperability framework is a document that includbs analysis of thedchnical and
functional prerequisites of a process/environment or a project, the actors and transactions of
each use case involving the data use, the justification of the chosen standards, the methodology
and design carried out, thmteroperabilityrisk analysis, thenteroperabilitymaintenance fan,

the publication and reuse of themplementation guidesand recommendations and future
actions. This document provides a complete overview of the standardization actions carried out
in a process/environment or a project.

It is important to consider the use that will be made of the data before starting to define an
Interoperability framework, as it is not the same whether the data is used at natiénebpean,
or international level. And the standards will also be chosedeun this consideration.

The functional and technical requirements for the implementation of the data visualization
application and the functional and technical implementation requirements of the interoperability
platform that supports the entire specifiedesign are outside the scope of the Interoperability
framework.

3.2. What is the recommended methodology for the design and implementation of an
Interoperability framework

To start writing and designing an interoperability framework it is importanimplemert the
following steps:

1. Needs Analysis: Analyse the functional, health, technical and security needs that may
change the interoperability scenario.

2. Selection of data and information: with the different interest groups, the most common
in this phase beingdalth professionals, decide which data to use and which information
is needed. Also, which features will use this data.

3. Processes & use cases: Elaborate use case diagrams with the actors and transactions,
analyse the datasets, know the processes in wiiehdata will be consulted and which
preconditions and postconditions must be met.

4. Search for Interoperability standards and Implementation guides: Select and justify the
standards for each layer according to the needs described in points 1, 2, 3 aktwe B
starting the definition of the interoperability framework, it is also necessary to investigate
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whether there are similar implementations that solve the same needs with the already
chosen standards. You need to decide if it can be completely reuségaar need to add
extensions or profiles. If no implementation guides exist for the same care process or use
case, it is our responsibility to create an implementation guide for the definition we
design, to help in another future initiative, to contritutto the community, and to
facilitate a standard common implementation worldwide for this use case.

Risk analysis: Analyse what riskstmsiderduringdesign andnitigate them when they
arise.

Maintenance plan: explain how the interoperability framewawill be maintained over
time, analyse anglanhow to deal with standards updates, etc.

Specification, Design and Planning of Interoperability Phases: Design each layer of
interoperability and plan the design and implementation process from the beginnin
Recommendations and future actionBocument some recommendations and future
standardization actions for the same interoperability framework or for similar ¢dhats

aim atreusngit.

Implementation Guide Publication: Explain how to follow the immatation guide to
adhere to the system. Also explain how to reuse it for other similar use cases.

Theseare all the phases that needs to be explained onititeroperability framework:

3.2.1.

3.2.2.

Needs analysis

This section focuses on the needs and goals of the grojehich are important and
relevant to making decisions about interoperability design and implementation.

It is necessary to analyse the functional, healthcare, technical and security/legal needs
that can change the interoperability scenario.

Therefore, d subsequent decisions take these needs into account.

Selection of data and information

It is important to involve healthcare professionals and/or patietotsnake a useful and
successful solution. The end user is the most important actor in any system, considering
that an ideal system that is not used is a system that is useless.

In the health sector, it is necessary to have an exhaustive knowlefdiye careprocess

that the system wants to suppqrit is necessary tknow what the relevant information

is, what is the useful data and what can help, facilitate, and speed up the work of
healthcare professionals.

For thisreason,it is essential that healthcanerofessionals indicate these needs, indicate
what information they need in the system and what data is important.
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3.2.3.

3.2.4.

For eacltermit is important toindicate thevalue type, whether there is a possible values
rangeor/and units, and an example value.

Template
Term Doses
Value Type double
Possible Values 5-30
Units fractions
Example 28

Tablel Example of the information required for each element

It is also important to define the data sets, healthcarefessionals are responsible for
defining which are the appropriate data groups and which events of the care process they
correspond to.

This section is one of the most important,the better definition of the requirements, the
better the design of thespecification and implementation.

The INCISIVE selection of data and information is explaimezkection 42 of this
document.

Processes & use cases

This sectiorshould only deal with use castimt require standardized data and that need
to be analysed on how to design and implement interoperability.

It is important to define the use cases by indicating the actors and transactions, explaining
the entire workflow, and drawing the visual diagrafos each.

INCISIVE has different use cases and roles that use or need standardizethdatse
cases are explaindad section 43 of this document.

Search for interoperability standards and implementation guides

After analysing the need§Section 3.2.1), defining the information and data to be
exchangedSection3.2.2), and identifying the use caseagtors,and transactiongSection
3.2.3, it is necessary to select and justify whioteroperability standards will be uden
each interoperability phase.

In INCISIVE and in most healthcare projects it is necessary to work with different types of
data, toshare and linkmages, tamake use of prospective and retrospective data, there
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are different actors involved in the process, anongation, pseudonynsation, and the
synthetisation of data are often necessary.

At the same time, the data sharing network must alsabesidered In the health sector
the network can be very wide, many eies involved in patient care for the same process,
many systems of origin and destination, needs for-teae consultation, prediction and
prevention, complexity of architecture, crebsrder legal and security heterogeneity,
need for federated or hybridystems, etc.

Therefore, when defining the Interoperability frameworkjdtnecessary to choose and
justify according to all needs, which standards for each laykbeused and why.

Before starting to make the specification, design, and planning efirtkeroperability
phases, it imlsonecessary to know if similar implementation guides already exist for the
same care process.

This searchselection,and justification for INCISIVE can be foundetion 44 of this
document.

3.2.5. Interoperability Risk analysis

When planning the methodology to be followed for the design and determining the effort
for each task, it is necessary to consider the risks to be as realistic as passililefines
how will be mitigated if they arise.

The nost commoninteroperability risks when designing an interoperability framework
are:

Technical or functional requirements may change

New needs or new terms to be coded may arise

Technologies or architecture development may limit thyntactic interoperabity
design at some point in the process

1 The versions or dependencies related to the releases of the chosen standards may
become obsolete and need an upgrade

= =4 A

1 Changes in the interoperability technical team

1 Lack of documentation about what has been decided and desigaledut
interoperability phasesnd what still needs to be done

1 Analysis of new recommendations and learning curve

1 Lack of communication with developers while implementing th&eroperability

specification

1 Lack of support and participation in the configuratianthentication,and security of
the servers of each standard

1 Lack of Healthcare professionals suppont participation in the selection of data and
information.
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3.2.6.

The interoperability isks that have been mitigated at INCISIVE are explairssttion 45
of this document.

Interoperability Maintenance plan

Whendesigning an interoperability framework, it is not only necessary to consider the
project purpose and needs for implementing envperability, but also how the
interoperability framework will be maintained over time.

This is because any system, standard and specification need to be updated and maintained
over time, otherwise it will gradually lose its functionality and benefits.

Therefore, ensuring the compatibility and scalability of the interoperability framework by
adopting global standards and specifications makes it possible to use it smoothly in the
future as well.

However, any standard will be updated, and we must pay attenaaalyseandplanhow
to deal with the updating of standards.

In addition, the project itself is subject to change, and any change may have an impact on
the designed interoperability framework, which also needs tabalysed

Regarding the maintenance of legal interopeaitdy, it is important toconsiderthe validity

of the patients' consent and to plan and define the protocols to be followed when there
are requests such as deleting the data, extracting them, some technical change in the
processingetc.

Regarding the matenance of organizational interoperability, it is importantdonsider
the changes that may occur in the use cases or the implementation of new functionalities
and new workflows.

Regarding the maintenance of semantic interoperability, it is importanhate that
semantic standards are updated periodically, and each update may contain new and/or
inactive concepts. Also, we need to consider if there are new concepts during
implementation andthey need to be codifiedAnd,if some changes in the syntactic
technical interoperability layers affect the semantic encoded codes.

Regarding the maintenance of syntactic interoperability, it is important to note that also
syntactic standards are updated periodically, and each update may have changed about
the structure definition or the implementation and configuration of tlstandardized
server. For clinical data, therefore wekandardspecification updates, we need to analyse

the change that impactthe implementation and develop a strategy for handling these
changes that make it simple and fast to apply the latsstndardspecification in the
future. Also, we need toconsiderif there is any update of thestandardversion of
standardizedserver and/or update thetandardspecification to ensure thattandardized
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3.2.7.

server supports thistandard specification. For medical imagenve need to consider
DICOMC updatesand PACS version updats.

At the technical interoperability, as mentioned before, thimndardizedserver willalso

have a series of updates, not only because of the update of the standards, but also their
own updates to make better application of the corresponding standard. Most
standardizedserver updates are backward compatible, meaning that documents or
systemscreated with the old version will still operate or be used normally after the
standardizedserver has been updated to the new version. The only thing to note is that
we need to check if thestandardizedserver supports the version dhe standard
specifiation that we are using and that all the dependencies are updated.

The INCISIVE maintenance plan is explainsddtion 4.6 6this document.

Specification, design and planning of interoperability phases

This section describes how to implement and design each layer of interoperability and
what tasksare needed

The INCISIVE specification, design and planning of interoperability phases is explained in
section 4.7of this document.

3.2.7.1. Legal Interoperability

Leal interoperability ensures that all actors and systems involved follow a common
framework of rules and laws for communicating or exchanging data, in the extent
applicable to them, respecting the mapped legal requirements and the laws of their
jurisdiction as well as protecting the data privacy of end users. This is particularly
important in crossborder data exchange, where different countries may have different

data protection laws and standards.

The main reference for legal compliance standard is thés Ekéneral Data Protection
Regulation (GDPR)whichrequirescontrollers to process personal data only if they have

a legal basis (such as consent) and to follow the seven main principles of data processing.
In this sense, GDPR has had a beneficial ingradata security, for patientsloctors,and
healthcare providers. In addition to GDPR, the EU is implementing additional safeguards

10 Digital Imaging and Communication In Medicine

11 PACS Overviewirora D, Mehta Y. Use of picture archiving and communication system for imaging of radiological
films in cardiac surgical intensive care unit. J Anasth Clin Pharmacol. 2014 Jul;30(3)-847from
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4152706/

12 General Data Protection Regulati@wverview (n.d.). from https://commission.europa.eu/law/lavopic/data-
protection/data-protection-eu_en
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and rules relating to exchange and sharing of health datéhe Data Governance Act
(DGAJ}2 and the proposal for Euroa®m Health Data Space Regulation (EHDS)

While protecting the data privacy of end users, healthcare data security is also needed to
protect this data from unlawful breaches of healthcare information security. Because
healthcare information may bdirectly related to a person's private life and health, data
minimization techniques, such as use of pseudosgohdata or anonynsed data may be
deployed.

Furthermore,for the protection ofthe security of healthcare information, it is necessary
to adopt security standards to set clear requirements for information security
management systems. For exampl80O 2700% is a standard for information security
management systems that defines information security risks through appropriate
measures and controlsyhile 1ISO 27799 provides best practices for handling data flows
in healthcare.

ISO 27799 applies to health information (medical images, word and figures, videos)
regardless of which systems and methods are used to store and regardless of which
communtcation technologies and protocols are employed to transmit it. Since healthcare
sector poses very peculiar information security requirements, 1SO 27799 provides
guidelines for the definition, implementation, and management of policies and controls
for allowing healthcare organizations tassesghreats and vulnerabilities and ensure
confidentiality, availability, and integrity of health information. It is worth noticing that
ISO 27799 does not make recommend any security technology due to the continuous
evdution of the technology landscape. This technology neutrality makes ISO 27799 an
efficient framework driving and supporting healthcare organizations aiming to protect
health information by taking into consideration the specific security risk context.

The National Institute of Standards and Technol@i5) releasedPrivacy Framewotk

for Improving Privacy through Enterprise Risk Managem&hts frameworkaims to

provide organizations of all sizes with a common and adaptable approach to privacy risk
YIEYylF3SYSyd GKFG &adzZlll2NLa-08KRSBERAWGIAZWI RE 3
designing and developing systems, applications, and services dealing with gderson

13 European @ta Governance A@verview (n.d.). from https://www.europeasdata-governanceact.com/

14 European Health Data Spaca@verview (n.d.). from https://health.ec.europa.eu/ehealthldigitathealth-and-
care/euopeanthealth-data-space_en

15 ISO/IEC 27001  Standard: Information Security  Management  Systems. (n.d.).  from
https://www.iso.org/standard/27001

161S0O 27799:2018tandardHealth informatics Information security management in health using ISO/IEC 27002.
(n.d.). from https://www.iso.org/standard/62777.html

17 Nadeau, E. (2020). Nist privacy framework: a tool for improving privacy through enterprise risk management.
https://lwww.nist.gov/system/filegdocuments/2020/01/16/NIST%20Privacy%20Framework_V1.0.pdf

22/118

INCISIVE H2020SC1FADTS20182020 / H2020SCIFADTS20191 ¢ GA number 952179



Deliverable3.4

?N C I S I V E Revisiorl.0, 2807-\26233

information, the exchange and the communication of information, procedures, and
privacy practices, and the cressganizational workforce collaboration in the context of
data processing ecosystem.

3.2.7.2. Organizational Interoperability

Organizational interopebility ensures that the defined process follows a standard
process. It is important to analyse the defined workflows and search if similar workflows
exist. The goal is to use as much as possible already standardized workflows and use cases
to ensure thatwe are not defining something that already exists or has already been
defined and is being used and interpreted around the world. In this way, we streamline
the process that can help organizations ensure compliance with industry regulations and
standards.

Clinical processes are specific activities, procedures and protocols followed in the
healthcare system. The standard clinical process defines the guidelines on which actor and
transaction should be considered.

One of the organization layer interoperabylistandards is Integrating the Healthcare
Enterprise (IHEJ Profileswhich describes how healthcare information systems should
share information and provides integrated profiles that describe the management of
clinical information, useasesand specifjnow to use existing standargsich adHL7 FHIR,
DICOM, etc. to meet specific clinical processes.

3.2.7.3. Semantic Interoperability

Semantic interoperability is the concept to preserve the meaning of the data to be
exchanged, ensuring that they do not lose their aneag and with an unequivocal
meaning. In the clinical environment, it is important to understand the type and value of
clinical data to create common meaning when people and systems use different words
and codes to describe the same thing, because dependata types and values can
generate different medical conceptf the data is inaccurate or misunderstood, it can
cause medical errors. Therefore, there is a need to standardize terminology to represent
the meaning of clinical data and help maintain read concepts and information.

The standards used in this layer are terminological standards, which allow the
standardization of data according to specific clinical concepts and the use of coding
systems that allow all members of a healthcare system tceustdnd the meaning of the
data. There are different types términologiesfor different types of medical data.

18 ntegrating the Healthcare Enterprise Overview. (n.d.). from https://www.ihe.net/
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As an examplepf clinical, diagnostic, mammography data, etc. SNOMEBUS&d, and
for laboratory data LOINS used.

Systematized Nomendlare of MedicineClinical Terms (SNOMEIT}is the terminology
used to code, retrievecommunicate,and analyse clinical data, enabling healthcare
professionals to express clinical data accurately and unambiguously.

Logical Observation Identifiers Names and Codes (L&INGhe terminology used to
identify laboratory data such as laboratory tests, m@@ments, etc.

3.2.7.4. Syntactic Interoperability

Syntactic interoperability is the concept to preserve the architecture and specify the
format of the data to be exchanged. The standards used in this layer are the messaging
standards that allow the standardizati of the sendingreceivingand processing of data
between different systems according to the type of data to be exchanged, they allow all
members of a healthcare system to speak the same language.

The standards that can be used at this layer are: ¥2.@r v3, HL7 FHIR, HL7 CDA,
OpenEHR, OMOP, DICOM, etc.

HL7 is a set of standards to facilitate the exchange of clinical data. Fast Healthcare
Interoperability Resources (HL7 FHiR)yganizes the structure with resources, which
describe formats and elemestof interchangeable healtbata. It is designed with an
HTTPRbased RESTful protocol that allows to interact with resources and perform different
operations on data, for example, create new resources, update existing resources, search
data using filters, .

Digital Imaging and Communicatidn Medicine (DICONF? is the worldrecognized
standard for medical image interchange, designed for the handling, stopaigéng, and
transmission of medical images.

Neuroimaging Informatics Technology InitiatiWi{T)?3 is a data format for the storage
of medical images, which can be extended to include additional information such as
annotations.

Nearly raw raster data (Nrrdjs a library and file format for the representation and
processing of fimensional raster data.

19 Systematized Nomenclature of Medici®inical Term®verview. (n.d.). from https://www.snomed.org/

20] ogical Obervation Identifiers Names and Codegerview. (n.d.). from https://loinc.org/

2l Fast Healthcare Interoperability Resources: Standard of Health Level Seven Organization. (n.d.). from
https://lwww.hl7.org/fhir/index.html

22 Digital Imaging and CommunicatiomMedicine Overview. (n.d.). from https://www.dicomstandard.org/current
2NIFTI Overview. (n.d.). from https://nifti.nimh.nih.gov/
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The Segmentation Information Object Definition (I&Bpecifies a multframe image
representing a classification of pixels in one or more referenced images.

From HL7 the HL7 CBAtandard is used to produce clinical docun@nt

Before starting to think about how to define the messages, it's important to sefarch
alreadyexistingsolutions with thestandardsselected

3.2.7.5. Technical Interoperability

Technical interoperability is the concept that defines the technical language thdtevi
used to implement syntactic interoperability and relates to data exchange and storage
technologies and protocols.

The implementation of syntactic interoperability is the technical interoperability that
facilitates storing, retrievingjuerying,and analysing data.

In this layer we decide the technology to use for data exchange such as global
programming languages, data exchange protocols, standard specialized servers, standard
syntaxes, web services, APIs, etc.

It defines how to store datand how to configure the standardized servearsd t also
defines the process of using this data and how to query it, as well as the generation of
different clinical documents according to tpeocess

3.2.8. Implementation guide publication

If we follow the enire methodology and go through the phases explained in the previous
sections, but do not do this last task of publishing and designing the implementation guide
and sharing it with the community of the standards used, we will never be able to generate
a standard onsimilaruse cassor care process.

3.2.9. Recommendations and future actian

Finally it is also important to reflect internally on possibtd@hancementsand future
actions to improve the lifecycle of the interoperability platform, the defined
implementaion guides,and the chosen standards.

This section would be like a letter to the future, either for when a research project goes
into production or when an existing platform needs to be updated and maintained
followingthese recommendations

24 Segmentation 1OD. (n.d.). from https://dicom.nema.org/dicom/2013/output/chtml/part03/sect_A.51.html
25HL7 CDA Overview..¢h). from http://www.hl7.org/implement/standards/product_brief.cfm?product_id=7
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3.3. Differences between Interoperability framework anariplementation guide

In any use case or process where dasaexchangd between information systems, an
Interoperability framework should be added. Any Interoperability framework should have one or
more implementation guides.

As we have already seen in thesvious sections, an Interoperability framework is a document
that explairs and justifesthe process to follow, thdesignplanned,and the decisionsade It is

a document that can béulfilled during thewhole lifecycle of a project, and is a kind abtory
about what needs to be done and what is done, discarded etc This is a mandatory or
recommended internal document.

However, an Implementatiouide can be a document, a standard resource, a web guide, etc.
The focus is nobn how some systemwas standardized, is moren what is needed to be
implemented on a system to be able ésachangedata withthis one. Itis more about developing
implementaion and knoving how to sendthe data or how tareceiveit. This is a mandatory or
recommended public document or guide.

It is important not to confuse these two resourcesuse them correctly and to redirect each
stakeholder to the most appropriate documie
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4. INCISIVE Interoperability framework

As explainedn the sectionabovethe Interoperability framework igninternal document within
a project or use caselhis sectioronly provides an overview of the INCISIVE Interoperability
Framework

Following themethodologyexplained in section 3.2 #seare thetasks donen each phase.

4.1. INCISIVE Needs analysis

The main objectives of INCISIVE are:

1 Establish a federatedepository of medical images and clinical data that allows secure
donation and exchange of data in compliance with ethical, legal and privacy requirements.

1 Create an Abased toolbox for incorporating Al features that improve cancer imaging and
enable effetive decisioamaking.

1 Enable data providers to have complete control over their data through the integrated
federated data storage model, ensuring their autonomy while contributing to the
platform.

1 Involve stakeholders from different backgrounds includimgglthcare professionals,
patients, policy makers, Al experts, etc.

1 Implement an interoperable data integration service, based on worldwide
interoperability standardsfor medical image and clinical data exchange.

1 Anonymsation of data for privacy protean and compliance with the highest data
privacy and security standards.

1 Development of Al models combined with a prospective and retrospective dataset,
enabling multimodal exploration.

1 Enhance explicability by building a Machine Learning based automaiitedion system
to produce data for the training of algorithms in Al research.

The project brings together multiple users from around the world who have the potential to
benefit in multiple waysThe target users &eneficiariesare:

Data providers benefitrom feeding Al models with data to better predict cancer in the future
and provide their healthcare professionals with a diagnostic support t@otologists benefit
from using Al inference models as a suppuagttool for cancer prediction and prevention, and
thusprovide more effective healthcart® patientsby uploading clinical data and medical images
of each patient anénalysinghe results.

Radiologists benefit from the analysis of medical images usingdékéot any abnormalities and
improve diagnostic accuracy. With the Al toolbox, routine tasks such as image segmentation and
analysis can be automated, reducing the workload of radiologists giving them support.
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Al researchers benefit from testing Al modelad improvingexplainability The federated
repository gives them access to a large and diverse dataset of clinical information and medical
images, resulting in more diverse and representative training data, improving the performance
and accuracy of theidl modelsand making it possible to develop more powerful and effective
algorithms that advance the research.

Finally, the most benefited is the Patient with better healthcare resulting in more complete
information enabling more accurate cancer prediatisurveillanceand followup treatment.

Important and relevant needs to making decisions about interoperability design and
implementationare:

1 FRunctional and healthcare needs:
o Prospective and retrospective data
0 Medical images and images annotation
o Clinial data
o English language
1 Technical and security needs:
Federated model / Hybrid model
o0 Anonymsed data
o Clinical data and medical image search
o0 Using worldwide standards and technology

(@)

4.2. INCISIVE Selection of data and information

To define the protocol for the clinical metadata collection and overcome the homogenization
challenges in functional, semantics and privacy levels, an iterative procedure took place following
the steps:

I. Identification: Proposition of a template per cancgmpe based on bibliography and
medical experience
. Review: The templates were circulated through the Data providezgiewed, and
discussed
lll.  Merge: A consensus of each template was extracted and discussed in a meeting to resolve
homogenization issues
IV. Redefine: The data providers were asked to provide a sample case. The cases were
reviewed for integrity and privacy issues
V. Standardize: Standardization of the fields content and adopted terminologies
VI. Review and Refine: The templates were circulated afgaixerification.

This procedure is describedhigure 2
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Review Redefine Review & Refine
The templates were The data providers were The templates were
circulated among the asked to provide a sample circulated again for
Data providers, case. The cases were verification.
reviewed and reviewed for integrity and
w discussed. W privacy issues. v s
o O O O O O
© © © © o o
Identification @ Merge m Standardize @

Suggestion of a
template per cancer
type based on
bibliography and
medical experience.

A consensus of each
template was extracted
and discussed In a
meeting to resolve

homogenization issues.

Standardization of the

fields content and adopted

terminologies based on
medical standards as
ICD-11, ATC

Figure2 Data collection procedure

The resulting templates constitute the data collection protocol for the-imoaging data and the
basis for the INCISIVE data modak $tructure is depicted in brief in the following image. Besides
the structure of the templates, and the list of fields of clinical metadata that need to be provided,
this procedure defined:

1. The value ranges and allowable types of each field, based aerménologies.
2. A set of fields that were considered as mandatory. An example of the list of mandatory
fields for breast cancer is:
1 General info Age, Gender, Current state
1 Baseline Image modality fes), BIRADS classification, TNM staging, Mamour
diameter, BREAST, LOCATION, Pathological igog#s, other breast lesions
1 Timepoints Image modality fes), BIRADS classification, TNM staging, tdasour
diameter, BREAST, LOCATION, Pathological {got#s, other breast lesions,
Response to treatment.
Treatment Type of Treatment
Histology. Cancer Type, Grade
In all above Dates (months from diagnosis) & Labels.

= =4 -4

General info  Baseline  Timepoints  Treatment  Histology - Mutations  Lab Results

Figure3 Capture of template tas.

3. The definition offTimepoints as:

1 Diagnosiswill contain all initial exams and information collected during the diagnosis
of the pathology. (Month: 0)

1 After 1st treatment will contain exams and information collected during the
assessment of the first cycle of treatmentrsFicycle of treatmenis a surgery or a
therapy/ combination of therapies that the clinicidmas considered ashe best
approach for the patient. In case there are multiple examinations, we will allow for

aaaaaaaaaa
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multiple entries under the tag 1st treatmenbut they will be characterized and
distinguished by an additional field. (Month:3lapproximately, depending on the
applied intervention)

1 1st Follow Up will contain exams and information collected in two cases: (a) the
patient is in remissiorand this is aoutine follow up, or (b) the patient is in relapse;
the therapeutic procedure continues and this timepoint corresponds to a second cycle
of treatment. (Month: 47 approximately, depending on the applied intervention or
the cancer/country specific pathwaguidelines)

1 2nd Follow Up will contain exams and information collected in two cases: (a) the
patient is in remissiorand this is a typical follow up or (b) the patient is in relapse; the
therapeutic procedure continues and this timepoint correspond tthiad cycle of
treatment. (Month: 912 approximately, depending on the applied intervention or the
cancer/country specific pathway)

Timepoints
Patient's
Demographics ¢ ¢ ¢ ¢
Diagnosis After 1st 1st Follow- 2nd Follow-
treatment up up
Treatment : Laboratory
details t9opathivlogy Examinations

Biopsy type,

Biological &
histopathological
markers

Figure4 Definition of Timepoints

An example of the template for breast cancer Baselineigab

Patient Number® | Age at diagnosis Gender Ethnicity Birth(s) pre/post
menopause
0: male 1: Female 1White, No of Births 0O:pre, 1: post
2:Roma,
3:Any other white

Figure5 Example of template for breast cancer

The templates that were created for the first phase of data collection (retrospective) were revised
and adjusted to the needs of clinicians and developers for the prospectinest All changes
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made were logged and mapped so the initial templatesld be converted to the new version
without inconsistencies and loss of information.

This conversion took place after the uploading of the prospective data in the central
infrastructure. A script was developed that merges the first with the second version of the
templates and converts all the values for the fields that changed. The conversion of the templates
took place in the central infrastructure and then the data was migratedhéoféderated nodes.

According to the data collection process, the INCISIVE clinical data is provided by Excel templates
defined by Data provider, one for each cancer (Breast cancer, Lung cancer, Prostatearahcer
Colorectal cancer)In this way, the Da provider can insert the mandatory data into the
predefined template and uploai. It means that the Data provider has an Excel template with all

the input fields to be filled and are shown in section 4.3.

With reference to Excelemplates defined bythe Data provider, INCISIVE also defined the
specification template based on the Excel template to construe HL7 me&8sdgethis
specification template, it introduced the series teifms that provide not only the name of an
input field, but also the posble values of théerms, which is the form of predefined value or free
text value or measured value.

Theterms come from various phases of healthcare procéss this reason, the classification of
the termsis by type ofdata, such as general information of patient, diagnosis, laboratory results,
etc. These classifications are performed in different tags in templates.

1 General information: contaiterms about demographic information and medical history
of patient, also withtermsabout metadata of message.

1 Baseline: contaitermsabout baseline imaging and TNM staging information.

Timepoints: containermsabout timepoints imaging information.

1 Treatment: containterms about treatment information of patient during treatment
process.

1 HistologyMutations: containtermsabout histopathology image details of patient.

1 Laboratory results: contaitermsabout laboratory results of patient.

=

Theseare the groups of data defined for the templates:

Cancer Type Sheet Data set

Demographics
Breast, Colorectal and Lung | General info Medical history

Metadata

26 Used HL7 FHIR Standard
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Baseline imaging
Baseline
TNM staging
Timepoints Timepoints Imaging
Treatment Treatment Information

Tumourprofile

Histology- Mutations
Histopathology Image details
Lab Results Laboratory results

Demographics
Medical history

General info : -
Diagnosis
Metadata
) Baseline imagin
Baseline . ging
TNMstaging
Prostate . ) Postoperative control
Timepoints
Recurrence after treatment
Treatment Treatment Information
Biopsy Information
Histology- Mutations Final Pathology
Histopathology Image details
Lab Results Laboratory results

Table2 Groups of data defined for the templates

*DataSets in blueell backgroundire not shared by the four cancer types.

It is very important to take these datasets into account in semantic and syntateioperability
phasesto know the limitations that will arise throughout the process in the specification of the
elements for each term.

4.3. INCISIVE Processes & use cases

INCISIVE has different use cases and roles that use or need standardized data. This section only
shows use casdhbat require standardized data and that need to be analysed on how to design
and implement interoperability. The rest of the use cases can be consulid€1&1VEeliverable

2.3 User Requirements Definition and System Design

Theseuse cases are the osghat use or need standardized data:

1 Uploading data as a Data Provider
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Querying data aan Al Researcher

Deploying an Al Engine as Al Researcher

Uploading data for Al Service as a Healthcare Professional
Download clinical report adin Al Service as agdlthcare Professional

For Model training:

= =4 4 A

1 Use case 1: Uploading data as a Data Provider

The data provider uploads the data to its node. Data providers can choose two solutions,
install a federated nodeand manage the data locally, or use the centralized node offered

by INCISIVE that acts as another federated node. Data providers are responsible for using
the quality check tool and image anonygation tool before uploading data to the node.

The data ineldes medical images and clinical data, each of which has its own repository
and workflow.All this data is processed insitlee node.

Data Integration
Quality Check Tool

Data Provider

upload—»

ETL TOOL

PACS + FHIR
SERVER

Figure6 Uploading data as a Data Provider workflow

. FEDERATED NODE | | FEDERATED NODE
FHIR : H
SERVER E i PACS
save

APIFHIR P save
: POST :
| ETL TOOL ) | ETL TOOL J §

[ auauTy creck TooL | ( auauTy creck TooL |

uploads a DICOM Files

upload a Excel File with annotation

E E

DATA PROVIDER DATA PROVIDER
with federated node with federated node

Figure7 Uploading data as a Data Provider case use
The diagram above shows details of uploading data in federated node. It's the same
process for clinical data as for medical images, but the folder structure is different.
Clinical DataJploading:

aaaaaaaaaaa
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Data provider
Quality check tool
Federated Node or Central Node esderated
Node(ETL Tool, API FHIR, FHIR Server)
1 TheData provideuse the quality check tool
locally.
1 TheData providerset and install thd-ederated
Nodeor use theCentral Nodeas aFederated
Node
1 TheData provideuploads the Excel file with
TRANSACTIGN data of all the patients, that have given their
consent, to the ETL Tool
1 The ETL Tool transforms this data into HL7 F
messageand perform a POST to the FN FHIR
Server
I The FHIR server saves this data to be querie:
locally later by the Al engines.
Table3 Clinical Data Uploadingsecase

ACTORS

= —a —a

INCISIVE provid&ata providerswith an Excel template with a headindicating

the terms to fill in with their patient data. Below is an example of Excel that has
beenuploadedby a Data providemwith values from different patientsEach row
corresponds taa patient, identified by a patient id. As the data are of different
types it is the responsibility of thBata providerto use the quality check tool to
detect possible errors before uploading the file to the&lerated Node

Patient | Exam Date |Leukocyte) Hb HCT PLT Blood | Insulin | Urea |Creatinine| Uric acid Potassium| Sodium | Calcium | Cholester Triglyceri| HDL LoL
Number | Label s sugar | ole des |
PIHCS ] 1 59 129 392 293 98 na 21 06 25 38 138 91 141 61 55 73

7 6 125 393 280 82 wa 2 07 3 4 138 95 145 78 67 78
T 58 | 126 | 395 | 215 | 84 a__| 20 | 06 | 32 41 | 141 | 82 | 1er 5| n | e |
|82 103 308 226 138 | 49 07 47 | a7 140 | 102 141 95 NA | NA
|88 | o5 | 29 | 200 | 166 | Tna 9 | NA | NA T NA | NA | NA | NA | NA | NA
| 96 | o1 25 230 74| NA 093 61 48 138 97 N/A NA NA | NA
NA 279 13 4 194 NA NA 50 081 NA 56 143 NA NA NA NA NA

0
PIHCS |
PIHCS | 2
1DISBA 0
1DISBA | 1
DISBA | 2
Bro01Goc| 0

Figure8 Example of Excel template uploaded by Data provider

ImageData Uploading:

Data provider
Quality check tool and anonysaition image tool
Federated Node or Central Nods FN (ETL Tool, AP
FHIR, FHIR Server)
1 TheDataprovideruse the quality check tool and
anonymgation image tool locally
1 TheData providerset and install thd=ederated Node
or use theCentral Nodeas aFederated Node
TRANSACTIGN 1 TheData providemuploads the DICOM files with
images of all the patients, that haggven their
consent, to the ETL Tool
1 The ETL tool saves these images and annotations t
the PACS to be queried locally later by the Al engin

ACTORS

=A =4 =4
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Table4 Image Data Uploading use case

1 Use case Queryingdata as a Al Researcher

The Al Researcher can query data to train Al models by searching based on various filters

in Central nodés INCISIVE Ul. When this search is doneC#mral mode queries within
eachFederated nde and then returns the results of all locsdarches to th&€atral node

to be viewed by the AResearcher

PACS + FHIR
SERVER

= Filter
Patient Information Q
»| PACS + FHIR »; Concatenate Search |0 e Search Result

Al Researcher —access—» Search |ect— onate
Cancer Information SERVER esul

A

Data Information

PACS + FHIR
SERVER

Display Result

Figure9 Queryingdata as a Al Researcher workflow

Al RESEARCHER

| FEDERATED SPACE i
: FRONTEND CENTRAL
STORAGE
BACKEND
broadcast query m
[ QUERY HANDLER ]

FigurelO Queryingdata as a Al Researcher case use

The diagram above showigtails of the query process at a technical level.

1 Al Researcher ‘

' ACTORS
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Frontend
Backend
Query Handler
Federated node
Central Storage
Al Researcher query with different filters on the
INCISIVE frontend
1 The Backend broadcasts the quentlté frontend and
sends to the Query handler
1 The Query Handler executes the instruction to all
TRANSACTIGN available Federated Nodes
1 Each Federated Node send aggregated data of all the
patients to the Query Handler
The Query Handler sends the results to the Feodt
The Frontend shows a summary to the Al researcher
and saves the query to Central Storage
Table5 Queryingdata as a Al Researcher

=A =4 =4 =4 -8 -4

= =

1 Use case Ddeployingan Al Engine amnaAl Researcher
With previoussearchresults,an Al Researatr can use this data to train the model.

= Workspace Al Engine &

Workspace details models

Name Al Engine X .
. o T
Description Al Model

Create
Workspaces

Search Results ——select—» Details Results

Type Output Model Name

Display Result

Figurell Deployingan Al Engine asxdl Researcher workflow
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Al RESEARCHER

= ==

FEDERATED | |

SPACE Y
[ FRONTEND ]
== T
| BACKEND
[D?CHESTR:‘\TOR J [ MAAS J
| | e
Y

[ FEDERATED LEARMNING MANAGER ]

FEDERATED
LEARNING CLIENT

FEDERATED
LEARMING CLIENT

FHIR

(((
(@

FEDERATED NODE FEDERATED NODE

Figurel2 Deployingan Al Engine asaéAl Researcher case use

Al Researcher

Frontend

Orchestrator

MAAS

Federated learning manager
Federted learning client

Al Engine

PACS

FHIR Server

ACTORS

=4 =4 =4 =4 -8 -8 -4 -89
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Al Researcher selects previous performed data query
the Frontend

The Frontend transmits the query to ti@@rchestrator,
and this create the Federated learning manager
TheFederated Learning manager deploy to each
federated learning clientand thisdeploys the Al Engine
in the Federated Nodes

The Al Engine obtairike result of theModel Training
that used the required data from PACS and FHIR
Servers. The Al Engine uplodlis result to the
Federated learning clientvhich thensendsit to the
federated learning manager.

TheFederated learning manager save the result to the
MAASandsendit to the Frontend

The Frontend shows the results

Table6 Deployingan Al Engine asdl Researcher

1 Use case 1Uploading data for Abervice as a Healthcare Professional

Healthcare professionals can use different Al services on the INCISIVE ptatioake

Model Inference anabtainaresult and a clinical report for a specific patient. Healthcare

professionals uploadn Excel witlsonme clinical dataf a patient and som®ICOMmages
of the same patient to the INCISIVE Ul. This data is fed into theddlswhich returns
the results and the patient report.

Healthcare
Professional

Al Service

soocl%

Breast cancer

Lung cancer

Prostate cancer

Colorectal cancer

% Updalod Data }—b Run Service —Generate—»| Al Results

Display Report

Figurel3Uploading data for Al Service as a HeatedProfessional workflow

38/118

INCISIVE H2020SC1FADTS20182020 / H2020SCIFADTS20191 ¢ GA number 952179



‘?NCISIVE

Deliverable3.4
WP 3
Revisionl.0, 28-07-2023

FEDERETED CENTRAL SPACE

send
results

use

Al ENGINE

A

deploy

UPLOADING LAYER

A

upload clinical data and DICOM
files with annotation and select
desired Al services

INCISIVE PLATFORM
(Model Inference)

HEALTHCARE
PROFESSIONAL

Figureld Uploading data for Al Service as a Healthcare Professional case use

ACTORS

hyO2t23Aaid 61 St GKOINB LINE1
INCISIVE Platform

Uploading layer

'L 9y3AyS

MAAS

=A|=a =4 -a - A

TRANSACTIGN

= =

1

il

The Oncologist uploads the clinical data and DICOM files w
annotation that wants to use fgoerforminginference ofan Al
model in the INCISIVE frontend.

The backend receives data to the Uploading layer.

The Uploading layer deploys Al Engine tdqren inference
using MAAS

The MAAS generates the results of the inference and sends
them to the Frontend.

The Frontend show the results of the inference

Table7 Uploading data for Al Service as a Healthéa@&fessional

1 Usecase 2: Download clinical report ah Al Service as a Healthcare Professional
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With the previous results, the healthcare professional can download the clinical report
and choose which clinical report format they want to downloaither as an XML file or

as a PDF file or both. The XML file is standardized using HL7 CDA, which means the provider
can process this clinical report in their health information system. The PDF file, on the
other hand, only allows for viewing on their dewi

E—— XML file —

Healthcare Al Service

. —visualize—»| —select—>» Download results [—choose—
Professional Results

—> PDF file _—

A

download

Figurel5Download clinical report of an Al Service as a Healthcare Professional workflow

HEALTHCARE
PROFESSION‘/i\L

download clinical
report in XML format
and/or PDF format to
local device

visualize

| FEDERETED CENTRAL
| SPACE

Y

INCISIVE PLATFORM
(Model Inference)

Figurel6 Download clinical report of an Al Service as a Healthcare Professional

1 hyO2t23Aaid ol St GKOINBE LI
ACTORS 1 INCISIVE Platform

1 The Oncologist downloaatlinical reports in XML and/or
TRANSACTION PDF format on the INCISIVE platform

1 The downloaded clinical report is saved on their local
device
Table8 Download clinical report of an Al Service as a Healthcare Professional

Commission
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4.4. INCISIVE Search for interoperability standards and implementation guides

Given the nature of the projectobligatory privacy and ethicgequirements needed to be
considered at every stage of the lifecycle of INCISiNdH,activities related to collecting, storing,
sharing and using health data. The identification of the legal requirements and their translation
into actionable recommenations was performed during WP7 work. The outcome of the selection
of the relevant legal acts was presented ielierable7.3Data Donation Legal Framework

Based on the needs we have discussed about the use cases defined in INCISIVE, the IHE has some
domains related to radiology and oncology, and some technical workflows regarding the use of
results for the Al For this reason, it seems that INCISIVE should consider or analyse whether it can
follow the IHE standard.

Based on the INCISIVE neegBIOMED CT and LOINC were chosen for their wide application
worldwide and the possibility to code most of the INCISIVE clinical data. These two standards that
we have mentionedn section 3.2.7.3re supported by their international organizations that
maintain them. Therefore, if we cannot codify some of the terms, we can try to request the
creation of a concept or use different techniques, for example,4gostdination in SNOMED CT
standards to express the required medical concepts by combining multiplepts.

As INCISIVE is a federated system it needs to make sets of clinical data queries, for this reason
Fast Healthcare Interoperability Resources (HL7 FHIR) seems a good choice considering that it
organizes the structure with resources, which descrirenats and elements of interchangeable
health data and which is designed with an HB&Bed RESTful protocol that allows you to interact

with resources and perform different operations on data, for example, create new resources,
update existing resourcesgarch data using filters, etc.

As INCISIVE uses medical images that need to be stored, exchanged and consulted, DICOM has
been chosen.

In INCISIVEIFThas been chosen fanedical imageannotations.

HL7 CDA standard is also used, as INCISIVE needsltiogpa clinical document resulting from
Al services for model inference, a pdf template is used to be visualized inffrantlian HL7 CDA
to be exported and used by data providers.

In summary, iINNCISIVE project, to achieve worldwide exchangeable tiéas been decided to
use HL7 FHIR for clinical data, DICOM for medical imagd¢lBmtbr medical image annotation.

FHIR Server was chosen for clinical data considering that Al Engines need to query this data quickly
and in a standardized way, and PA®as chosen for medical image and annotationgrazess

27 User Interface
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the DICOM files; the use of the RESTful methodology will make it much easier for Al Models and
Al Services to query this data.

At INCISIVE, the IBM FHIR Séfres been chosen to store clinicaltdaas it is armpen-source
Java solution that supports the processinglidation,and storage of healthcare data according
to the HL7 FHIR specification. It wamsideredwhen making the decision, that the ETL Tool is
written in Java and that the IBM agpany is a global company to provide maintenance support.

At INCISIVE, the Orthanc PARG®&s chosen to store the medical images, as it is a free, open
source, lightweight DICOM server for medical images. It has t@®sideredhat its architecture

is licht and selfcontained, which means that no complex database administration is required, nor
the installation of thirdparty dependenciesandbecause it provides a RESTful API.

Implementation guides were searched for existing implementationspossible starting points

to define use cases for this projedNCISIVE searched foancer and Al prediction solutions
implemented with thestandards selectedThe different organizatiors that maintain these
standards provides a repository of implementatiguides for integrated systems that not only
ensure that existing systems can communicate effectively and reduce the risk of errors, but also
facilitate the integration of new systems in the future by providing clear instructions on how to
integrate systms and which data format structures should be used.

It has also helped us draw the conceptual map of resources, terminglagfiles,and extensions.

On the official page of the FHIR Foundation there is a section Registry of Implementatio?Guides
where you can find all the information related to the registry of existing implementation guides.
INCISIVEesrched for "cancer” and found 7 implementation guides related:

28|BM FHIR Server. (n.d.). from
https://www.ibm.com/downloads/cas/EWNWG6QE3?mhsrc=ibmsearch_a&mhq=FHIR%20Server
29 Orthanc- DICOM Server. (n.d.). from https://www.orthaserver.com/

30 Implementation Guide Registry. (n.d.). from http://fhir.org/guides/registry/
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Search Authority Country Release Product
|cante|‘ | ‘;‘my V| |;‘~r|‘,.i V| |;‘~n',: V| ‘Ar‘; V|
Category Contents View

|£my V| |s‘4n‘; V‘ O Hide Descriptions

7 Implementation Guides

Specification

Category Authority
RCPA Cancer Reports : Structured Cancer Reporting Protocols (FHIR adaptation of joint CAP/RCPA protocols) X . X
) i Diagnostics HL7/au
Release 1 Draft (0.1.0 R3) | CI Build

US Breast Cancer Data : Logical models and FHIR profiles for supporting breast cancer staging estimation, including the

traditional three-component staging involving primary tumor classification, regional lymph nodes and distant metastases, as well

as other factors important to prognosis and recurrence risk, such as tumor grade, hormone receptor status (progesterone and Diagnostics HL7fus
estrogen), as well as human epidermal growth factor 2 (HER 2) status

STU 1 Draft (0.2.0 R3) | CI Build

Swiss Cancer Registration Implementation Guide {CH-CRL) : Implementation guide for the Cancer Registry Law (CRL) X X
) . National Base FOPH/ch
STU (0.2.1 R4) | STU (0.1.1 R4) | CI Build

Minimal Common Oncology Data Elements (mCODE), : This 1G specifies a core set of common data elements for cancer that is
clinically applicable in every electronic patient record with a cancer diagnosis. It is intended to enable standardized information

exchange among EHRs/oncology information systems and reuse of data by other stakeholders (e.g. quality measurement, Care Planning HL7/us
research).

STU 3 Ballot {3.0.0-ballot R4) | CI Build

Sharing_ eCC Data from Pathology Labs to EHR : 7? .
R , Documents HL7/us
STU1 Ballot (0.1.0 R4) | CI Build

Content IG : 7? Public Health
onten DAY

HL7/us
X and Research
STU 1 Ballot {0.1.0 R4) | CI Build
ICHOM breast cancer patient-centered outcome measure set FHIR IG : 77
. . . Measure Set HL7 fuv
STU 1 Ballet {1.0.0-ballot R4) | CI Build

To add additional implementation guides, make a pull request against https://github.com/FHIR/ig-registry or email the FHIR Product Director.

Figurel7 Implementation guides related to cancer of offigi@ge of the FHIR Foundation

¢CKS a!{ . NBI#BYRI § d8BdRSentitibnéguides have beeronsidered
although they have not been reused given tiember of differences in terminology needs and
the HL7 FHIR version, as INCISIVE uses the latest stable version of HL7 FHIR which is R4.

It has also been decided to develop an implementation guide for the defined messages and that
will be published in thisegister by making the corresponding request.

4.5. INCISIVE Interoperability Risk Analysis

In INCISIVE Interoperability framework a risk analysis was done to prevent some of the common
interoperability risksHowever, the following risks have been mitigated:

Risk description Impact

31 HL7 FHIR Implementation Guide: Breast Cancer Data, Reled$® Realm (Draft for Comment 2). (n.d.). from
http://hl7.org/fhir/us/breastcancer/2018Sep/

82HL7.FHIR.US.MCOBIEme- FHIR v4.0.1. (n.d.). from https://build.fhir.org/ig/HL7/fmrCODEg/
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The need to link the path of the image with the HL7 FHIR messages, need to differentiate f
of time points, and to send more than one time point per patient. Pass from only federated| Medium
infrastructure to hybrid infrastructure.

New terms, deleted terms, modified terms for prospective and retrospective templates. Low
Transaction Tracker instead of ATNA IHE pii&file Low
FHIR version R4 to R4B to R5 analysis. Medium
Some changes in the interoperability technical team. Medium
Elaborate the IHE Actor Transaction Diagram and reported it. Medium
XML to JSON was performed. Low
Support the configuration and query of the servers and add the terminology resources. Medium
The need of a pdf template and a HL7 iAical Report for model inference. Medium
Table9 Risk Analysis tahle

4.6. INCISIVE Interoperability Maintenance plan

In INCISIVE Interoperability framework a maintenance plan was done about the standards and
interoperability platfom.

These are some of the important parts to consider:

For terminological codesebaware of what to do if the concept used in INCISIVE, SNOMED CT or
LOINC is disabled and update it following the directions of the official standards.

For clinical datatherefore with HL7 FHIR specification updates, analyse the clsdingieimpact

on our implementation and develop a strategy for handling these changes that makes it simple
and fast to apply the latest specification in the futuPdso,considerif there isany update of the
version of FHIR server and/or update the FHIR specification to ensure that FHIR server supports
this specificatiorand that all the dependencies are updated.

For medical image, DICOM updatesl PACS version updesst must beconsidered

4.7. INCISIVE Specification, design and planning of interoperability phases

This section describes hogach layer of interoperabilityvas implemented and designed and
what tasks have been done in the INCISIVE project.

33 ATNA IHE Overview. (n.d.). frdnitps://wiki.ihe.net/index.php/Audit_Trail_and_Node_Authentication
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4.7.1. INCISIVE Legaiteroperability

In this pracess, INCISIVE needs to comply with relevant leegsilations,and standards
when processing and sharing medical data, and to adopt appropriate technical measures
to ensure data security and privacy protection. Achieving data sharing maximizes the
utility and impact of the collected data, makes collaboration between different
researchers easier and increases the transparency of research results.

To facilitate the GDPRand legal compliance for the stakeholders, project designed
uniform rules for the datgroviders to participate in the INCISIVE platform data sharing,
as well rules for the data users to benefit from the data for research purpésesrding

to them, each data provider in INCISIVE must examine whether they are able to ensure
compliance with GDPR requirementsvhen providing data to INCISIVHE is the
responsibility of the data provider to define the data they wish to share on the INCISIVE
platform and verify whether that data requires patient consent or ethical approval. They
can only uploadiata in the format defined by INCISIVE.

They also need to ensurdata qualitystandards which were determined by the project.

ThelNCISIVRlatform keeps the processing of personal data to a minimum and therefore
requires the data providers ttake anonyngation and pseudonynsation measuresBoth

the clinicaldata and medical images, contain a lot of personally identifiable information
such as patiet names, ID numbersTo minimize the processed data aesure privacy
LINEGSOGA2Y 27F ( Adéntiflciticn ApSeyidory@atidNdar@hy@sdtionR S

by data provideiis required for sharing and using these data, i.e., removing or replacing
personally identifiable information, making reasonably unlikelyfor patients to be
identified. Medical images, on the other hand, use DICOM files, as all DICOM files are
modified before being uploaded to the repository, so that no personal information &bou
the patient or doctor is revealed. This data can only be used in the secure environment of
the platform and cannot be downloaded or copied to an external location.

For users, the INCISIVE data donation framework uses a registeess awodel for data
protection, eg.researchers need to request access to the content of the reposifdns
means that to access the data, users need not only to register on the platform, but also to
apply for access rights. The users mastept the use conditionsThese riles define
detailed usdimitations, such agestrictions on reidentification attemptsandput in place
acknowledgement requirement for the users in exchange for being able to use the data
for their benefit. Moreover, the use of the data will be recorded via blockchain

34 General Data Protection Regulation Overview. (n.d.). from https://commission.europa.eu/latofzEie/data-
protection/data-protection-eu_en
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mechanismsThis means that to access the data, users need not only to register on the
platform, but also to apply for access rights.

The detailed explanation on the rules of GDPR, as well as DGA and EHDS in the context of
INCISIVE were provided ielerable7.3 Data donation legal framework.

4711.L9/ YR L{hQa LYUGSNylradaAz2zyrft {GFyRINRA

INCISIVEnieroperability components should be in accordance with relevant medical
device and software standarde ensure their safe operation. Specifically, the relevant
standards are:

1 1SO 14971 Medical DevicBsk Management Assessmént
1 IEC 62304 Medical deeisoftwaret Software life cycle process€s

Other standards, including EN 6080family of norms that normally apply to medical
devices, are not directly applicable to INCISIVE as it has no direct physical realization (and
hence no inherent mechanical etectrical risks to patientgperators,or other persons.

If the INCISIVE platform is to be considered a medeate A 1 Qa NBIF f Adal GA2Y
is also covered by the Medical Devices Regulation (EU) 2017 VM=,

The 1SO 14971 Medical Devices Risk Management Assessment standard sets out the
requirements for managing risks associated with the use of medical devices and software
used in healthcare. Thateroperability contained withinfamong proposed INCISIVE
systemcomponentsas well as INCISIVE components and other medical devices which
integrate with it during the processes of data storage, retrieval and service requesting,
give rise to specific risks to patients.

One of these risks in INCISIVE could be that the patient datesin the system in an
incorrect form and that consequently the Al models return an incorrect diagnbsese
errors leading to misglentification of patients and their diagnoses can lead to hazardous
situations in which patient are assigned incotrdagnoses and can receive treatment for
conditions they do not suffer from or delay fieceivingof correct treatment.

35 1SO 14971:2019 Medical devicest Application of risk management to medical devices. (n.d.). from
https://www.iso.org/standard/72704.html

%6 |EC 62304:2006- Medical device software 1 Software life cycle processes(n.d.). from
https://www.iso.org/standard/38421.html

87 UNEEN 606041:2008 Equipos  elétmmédicos. Part  1: Requisito... (nd). from
https://www.en.une.org/encuentratu-norma/buscatu-norma/norma?c=N0041083

38 Medical Device Regulation (MDR) | TUV SUD. (n.d.). from https://www.tuvsud.com/en/industries/healtinchre
medicaldevices/medicallevicesand-ivd/medicatdevicemarketapprovatand-certification/medicaldevice
regulation
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To ensure compatibility with the 1SO 14971 standard, the INCISIVE software and
interoperability components have to be subjected to ategrated risk analysis process
that identifies all possible hazards associated with the operation of the system on patient
and healthcare data. Initially, acceptability criteria for all possible health risks associated
with the use of INCISIVE componemtsstbe defined.

Next step is the Risk Analysis process in which all possible hazastibe classified for
GKSANI aSOSNAGes YIF3AyAlddzRS 2F GKS STFSOI
being. Subsequently, all situations leading to these hazandst be identified and
assessed for their probability abccurrence given the current design and known
experience and practice with the designed software components. The final step in the risk
analysis process is the firmdsessmenof risk acceptabilit.

Further, in the risk management process that follows on from the risk analysis, all
identified risks that exceed acceptability criteria have to be managed by devising
minimisation techniques and control measures to ensure they are minimised to
acceptabé levels and are controlled in order not to increase their probability of

occurrenceover time.

All previously outlined actionsiust be documented in the INCISIVE risk file. Given that
many of the components will be developed and their development managetifferent
partners, these risk management aspects could be covered by the risk files of individual
system components with a section on the risk management of their interoperability.

IEC 62304 Medical device softwareSoftware life cyc® processes dines regulations
applicable to the development of software components within INCISIVE and their
interoperability. This means documenting the process of requirement specification
collation, development planning, development task assignment and realizasiovell as
product functionality verification and validation. All the steps in this processt be
documented in the development system and be part of an accessible and auditable
technical file for the INCISIpE&atform.

The final stages of this procesgyification,and validation, imply integrated testing of the
produced prototypes by development teams (or their testing components) and intended
platform users (doctors and other healthcare professionals) respectively. These processes
need to be planned rad documented. At their end, development reviewsust be
conducted to identify potential risks that have not been managed in the development of
the platform. Verification and validation testsust specifically cover the interoperability
aspects and functies of the INCISIVE platform with other relevant systems.

Furthermore, any changes to the developed platfomust be treated as additional
development activities and documented in the same manner as the initial development.
Records of the development procgsiust be kept in technical files. Given that different
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components of the INCISIVE platform will be developed their developmenwill be
managed by different partners, these technical files would be partner specific.

4.7.2. INCISIVBrganizational Interoperability

INCISIVE wants to be aligned to the IHE global standdwidh isvhy weanalysed théHE
workflows and use cases.

IHE create and operates a process through which interoperability of healthcare IT
systems can be improvedHIE is organizeéh clinical and operational domains. Each
domain develops and maintains its own set of Technical Framework documents.

IHE technical framework%are detailed documents which specify the integration profiles
and associated actors (systenag)d transactions.

IHE integration profile8 describe a clinical information need or workflow scenario and
document how to use established standards to accomplish it. A group of systems that
implement the same integration profile address the need/scendarioa mutually
compatible way.

INCISIVE woslkn radiology and oncologyomainsfor the use ofAlresult. The domain of
IHE that matches so fair is Radiology, therefore the technical framework that we need to
analyse is "IHE Radiology Technical FramewbReAults*.

A documenton the IHE Actor Transaction Diagram Guwgs producedo include work

for organizational interoperability. The document describes details of the IHE use cases
and scenarios, actorstransactions, and diagram in the IHE Radiologyechnical
Framework Al Result. Alsib,describesthe details of the INCISIVE analysis of scenarios

and use cases accordance to IHE standards. After the analysis, we concluded that INCISIVE
is not that far from IHE standard, as it complies with ntomtsactions (RA8, RAER9,

RAD108, RAEL37, RAEL6, RAEB1, RABL29, RABEL08) except for two transactions of

the IHE standards (RAM*? and RABLO7*) that INCISIVE orchestrator or the central

node storage does not comply with.

The INCISIVE IHE repwads published in INCISIVE Annex Behverable6.2 INCISIVE
Integrated Prototypeg Second Versian

39 Technical FrameworkdHE International. (n.d.). from https://www.ihe.net/resources/technical_frameworks/
40Profiles- IHE International. (n.d.). from https://wwvhe.net/resources/profiles/

4 Radiology Technical Committee, l. (2023). IHE_RAD_TF-Rew@?_FT_202086-15.
https://www.ihe.net/uploadedFiles/Documents/Radiology/IHE_RAD_TF_Vol2.pdf

42RAD45 (Retrieve Evidence Docs): A test document user (image viespert creator, or report reader) or image
document consumer requests and retrieves a test document from the image archive or image document source.
4 RAD107 (WADGRS Retrieve): The transaction accesses DICOM SOP Instances via an HTTP interface.
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4.7.3. INCISIVE Semantic Interoperability

In this process, INCISIVE clinical datess semantically encoded in a way that gets
everyone within a system to spettle same language and understand the meaning of the
data.

Templates contain input fields about clinical elements and laboratory elemgnisgs
distinguisted between these two types of data and .t SNOMED Gar LOINC according
to the medical concepts.

It is very important to have a good definition of the medical concept tmaist be
encoded For that reason in this processwe have contacted several times some
healthcare professionals to validate our interpretation of the medical concept to be sure
that we encode correctly.

The final semantic encoding result is:

Terms
Breast cancer Lung cancel Prostate cancer Colorectal cancer Total
SNOMED C] 154 133 88 111 486
LOINC 38 41 37 40 156
N/A 3 2 1 2 8
Total 195 176 126 153 650

Tablel0 Semantic encoding resuttount

We encoded 48Germs using SNOMED CT, 1&8ms using LOINC, andt8rms were
standardized directly by HL7 FHIR message.

All the SNOMED CT and LOINC term codes and their description used by IA€ISIVE
ANNEX IThis coding may be useful for other projects using the same texlhnemplates
and encoded terms aralsoin INCISIVE Interoperability framework.

4.7.4. INCISIVE Synt#ic Interoperability

With DICOM and HL7 FHIR, INCISistiieves a Common Data Model (CEMhat allows
receiving, storing, and processing information from multiple sources, multiple data providers, as
a one standard way.

44 CDM Overvieweeks, J., & Pardee, R. Learning to Share Health Care Data: A Brief Timeline of Influential Common
Data Models and Distributed Health Data Networks in U.S. Health Care Research. EGEMs. 2019 Mdroim(1), 4.
https://www.ncbi.nlm.nih.gov/pmcérticles/PMC6437693/
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4.7.4.1. DICOM and annotation standardizah process

DICOM? standard has been chosen, for medical images, which is the global standard for
medical image exchange, and tNéFT16 standard for annotation images.

These are the steps followed to prepare the Medical Images for the Al Models:

1 Anonymsation of DICOM Images

1 Annotate the DICONmages

1 Transform Annotation DICOM tdIFTI(The details of thistep were presented in
deliverable DICOM standard for image Annotations Descript@amd document
Standards for Image Annotatipn

There are difference in the definition and standardization process between medical
images and clinical data. Clinical data is uploaded already anseybiut medical images

must go through the INCISIVE-identification tool, and then get annotated. However,
medical imagesre loaded already standardized directly with DICOM, so there are not as
many standardization actions for medical images as there are needed for clinical data. For
image annotation a series of workshops have taken place for the different types of cancer
that INCISIVE deals with, and detailed guidelines on how to perform the annotations have
been provided in previousdliverable4.1 INCISIVE Abolbox, data analytics and user
services

4.7.4.2. HL7 FHIR

HL7 FHIRwas chosen for clinical data exchange as it isESRul" specification based on
common industrywide usage of the term REST. Considering that Al Engines need to query
clinical data quickly and in a standardized way, the use of the RESTful methodology will
make it much easier for Al Models and Al Servicegiery this data.

At INCISIVE it has been decided that the data upload process will be carried out using an
Excel file that indicates the terms to be reported and that each Data Provider will upload
to their Federated Node or in the Central Node anonysig indicating a patientlD. This
mechanism makes it possible to send data from different patients from the same data
provider with the same file. Four file templates have been generated, one for each cancer
type with different clinical data, for this reas it has been decided to create four different

HL7 FHIR messages, one for each cancer type.

To properly understand the work that has been done, you must first know that HL7 FHIR
is an interface specification that specifies the structure of the data teekehanged

45DICOM Overview. (n.d.). from https://www.dicomstandard.org/current
4 NIFTI Overview. (n.d.). from https://nifti.nimh.nih.gov/
4THL7 FHIR Overview. (n.d.). from https://www.hl7.org/fhir/index.html
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between health applications/systems. It defines the following possible methods of data
exchange:
1 RESTful API
1 Messaging
1 Documents
1 Services/ SOA
1 Database / Persistent Storage
1 Subscriptions Framework

In INCISIVE it has been decided to use REESTful API methdand the Messaging
method*®, for more details you can consult the INCISIVE Interoperability framework.

Then the MIMEype "application/fhir+xml has been chosen for the messages that will

be designed, which indicates that the messages will be in XML format. Although JSON
could also have been choseMIME was selected because the initial documentation
provided for implementation predominantly féaed examples and templates in XML
format. This influenced our decision to opt for XML to ensure consistency and ease of use.
Further, once XML was selected, all subsequent test coverage was designed with this
format in mind. Given the extensive effortsné resources already invested into
establishing XMbased protocols, we decided against transitioning to JSON at a later
stage to maintain continuity and reliability in our processes.

cC2tft2oAay3a Al KI a It a2 0SSy RSOARS& (2 d:
STU/Normative), as it was the last stable and normative version at the time of decision
making.

The rest of the implementation and configuration of the FHIR RESTful API and the FHIR
Server is explained in the next Technical Interoperability section.

In this section we will focus more on the Messages and explain what has been done to
define the message for each type of cancer.

Clinical data, transactions and semantic groupings have been analysed. It has been
decided to process prospective data in the sanagy as retrospective data.

The data is uploaded anonymously to the template and the real reference is maintained
through a patiertid. Therefore the entire HL7 FHIR implementation guide of INCISIVE is
based on anonyrsed data.

Regarding data groupings atsemantic level, the entire template is always loaded and all
the data that is reported is saved. A guide has been defined with the cardinality of each

48 RESTful APFHIR v4.0.1. (n.dfyom https://hl7.org/thir/R4/http.html
4 Messaging FHIR v4.0.1. (n.d.). from https://hl7.org/fhir/R4/messaging.html
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term of the templateto establish a common minimum of data to be reported whether
they are prospectiveor retrospective (Added a Mandatory/Optional column on each
message guidebased on the FHIRspecification and explained the use of
Mandatory/Optional for different INCISIVE clinical data scenarios)

Figurel8Breastcancermessa@e guideexample.

According to the different choices of Mandatory/Optiofiad terms, there will be differat
rules, which are also describe in the messggele.
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