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Automated data curation, annotation an@cisive
anonymization mechanisms

First stage:

* Gather general user requirements

* Choose external tools

* Manual de-identification and annotation procedure using external tools
Second stage:

* Gather INCISIVE specific user requirements

* Implement INCISIVE tools
® Dicom de-identification and curation tool
® Semi-automatic annotation tool
® NifTi to GLB conversion tool
* Augmented reality tool
* (semi)automatic de-identification and annotation procedure

This project has received funding from the European’s Horizon 2020 research
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_ o @ucisive
De-identification Protocol

* Review available de-identification tools
* Review de-identification tools used by INCISIVE Data Providers

* Review of available datasets with synthetic PHI to be used for the evaluation of the
de-identification performance

» Review of de-identification protocols (e.g., TCIA, MMIC-CXR, GIFT-cloud,
RECOMIA, TralT, NEMA)

» Definition of the first de-identification protocol
» Correct and refine
« Definition of the second de-identification protocol

» Continuously communicate and refine understanding of GDPR from the technica
point of view

This project has received funding from the European’s Horizon 2020 research
and innovation programme under Grant Agreement number: 952179



* Free and open source (RSNA public
license)

« Offers the following functionalities:

* Arange of de-
identification techniques (remove,
keep, hashdate etc.)

» Persistent index between the
identified and de-identified patients
(pseudonymization mapping)

 DICOM viewer
* Selected in another project of Al4HI WG

Q\ICISIVE

Pseudonymization mapping

This project has received funding from the European’s Horizon 2020 research
and innovation programme under Grant Agreement number: 952179




Q\ICISIVE

External Annotation tool - ITK-SNAP

* Free and open-source (GPL)

* Runs on multiple platforms (Linux,
MacOS, Windows)

 Manual and semi-
automatic annotation
methods (active contours)
« Selected in other Al4HI WG projects

This project has received funding from the European’s Horizon 2020 research
and innovation programme under Grant Agreement number: 952179



; q\ICISIVE
External tools general issues

== B - [ e
§ o ¢
-
Root folder

rectany tab

* Installation often

problematic:
» Installation guidelines - o
created o §
_ — = B
« Usage often problematic: e ==
» Usage guidelines
created

 OS compatibility issues
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INCISIVE tools
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Q\ICISIVE
Trade-offs identified

. Ease of use vs customizability (for tools)
. usability vs privacy (for data)
. Cannot have both

This project has received funding from the European’s Horizon 2020 research
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Q\ICISIVE

Tool feature selection procedure

Decided according to the needs of INCISIVE and more particularly the
following stakeholders:

Data providers (want easy to use and privacy-oriented tools, tailored to their
needs)

Legal partners (want legal and ethical compliance)
Al developers (want more usable data for model training)
Developers (want easy of development and deployment)

This project has received funding from the European’s Horizon 2020 research
and innovation programme under Grant Agreement number: 952179



Q\ICISIVE
Web based client-side application approach

Advantages of the web applications approach

Privacy - medical data do not leave the user’s side

Installation - no need to install a separate program besides having a modern browser
Usage - familiar user interface based on web technologies

Uniformity - of the tools developed in other tasks

This project has received funding from the European’s Horizon 2020 research
and innovation programme under Grant Agreement number: 952179




Q\ICISIVE
Process in general (1/ 2)

De- SEINE
identification automatic
and curation annotation

tool (T5.2) tool (T5.2)

Re-training
functionality
(T5.2, T4.7)
not yet ready

NifTi to GLB Augmented
conversion reality tool
tool (T4.7) (T4.7)
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Process In general (2 / 2)
https://incisive.iti.gr/

FNCISIVE | Buure ol | Hoe i/ DICOM de-identification and curation tool

Input

Load files: | Ghonse Cie | 15 fles

Load directory: | Shomse Files | b fike chuss
Load sesslan flls: | Choose File | Mo the chosen
De-identification aptions

Peetain UlDs:

Feetalr: Patlent Charactericries: Ei

st prroveseog: [oftzer =

Retain Descriptions: B

Curatlon eptlons

Fatient psewdo-10 prefios (091 |
Save path: | L0100RIUICEINGITUZINNLLY

Ourput
Sae Drocessed Mes At rp

Files prosessel: 1437143
DICOM tag values removed: 34000
DICOM g valuss replaced: 715

320 Semi-gutematic arnetation el

(Model

Qucisive | Source code | Home page / NifTi to GLB conversion tool
I oad MIrT hle: ﬂr nse

Ll ek

Marching cubes step size: 2 =@
smoothing iterations: 1 *

Five ol g vtk

linference

Pradiat curTan image:
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De-identification and curation tool

Removes or modifies all directly
identifying patient attributes and many
indirectly identifying elements, which
follows state of art and approach
followed by other Al4H projects

Patient cannot be re-identified by
technical partners, but for data providers
data is pseudonymized (data providers
keep the mapping table)

Q\ICISIVE

@ucisive | Source code | Home page / DICOM de-identification and curation tool

Input

Load files: | Choose Files | 143 files
Load directory: Choose Files | No file chosen
Load session file: | Choose File | No file chosen

De-identification options

Retain UlIDs:

Retain Patient Characteristics:
Date processing: | offset v
Retain Descriptions:

Curation options

Patient pseudo-ID prefix: |001—

Save pﬂ[]’l: 00100020/00080060/00200011/

Output

| save processed files as zip |

Files processed: 143/143

DICOM tag values removed: 34606
DICOM tag values replaced: 715

This project has received funding from the European’s Horizon 2020 research
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Q\ICISIVE
Usage for DICOM de-identifier and curator

load a set of DICOM files or folders that contain DICOM files
choose options for de-identification

choose options for curation

export the de-identified files

e\ =

This project has received funding from the European’s Horizon 2020 research
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Q\ICISIVE
De-identification sample

Original Basic profile Remove patient characteristics
ManufacturerModelName Eclipse 1.5T Eclipse 1.5T Eclipse 1.5T
ReferencedimageSequence [ohject Object] [object Object] [object Object]

SequenceDelimitationltem

PatientName John Doe O 000000 000000
PatientlD 0 000000 000000
PatientBirthDate 18000000 . >

PatientSex M M

PatientAge 039Y 039Y

PatientWeight 99.773300 99.7733

ContrastBolusAgent

ScanningSequence GR GR GR
SequenceVariant SS, SP 55. 5P SS, SP
ScanOptions

This project has received funding from the European’s Horizon 2020 research
and innovation programme under Grant Agreement number: 952179



‘:'\NCISIVE
Regarding curation

Data curation includes "all the processes needed for principled and controlled
data creation, maintenance, and management, together with the capacity to add
value to data".[1]

At the start of the project, we defined it as the process of rearranging the files:
e into a common folder structure (Patient Name -> Modality -> Series Number)

e giving them a unique name
* achieved using SHA256 on the file itself (this is a solution proposal for the duplicate files)
* using a dicom tag UID does not guarantees uniqueness

It was also agreed that image normalization should be done on th
development to allow greater freedom to the Al developer to cho
appropriate method.

Renée J. Miller, “Big Data Curation” in 20th International Conference on Management of Data (
2014, Hyderabad, India, December 17-19, 2014 -

This project has received funding from the European’s Horizon 2020 research
and innovation programme under Grant Agreement number: 952179



Q\ICISIVE
Curation sample

F— T1le-name-114,.dcm .
— file-name-126.dcm — 001-000000

— file-name-133.dcm — CT

— file-name-140.dcm L—o0

— file-name-147.dcm L— 27b2c07c8899bdadb9760502a6bddbcd8c706a17089c4562e6df7eced705319e.dem
— file-name-14.dcm — MG

— file-name-154.dcm L—op

— file-name-161.dcm L a@b54022b4931769bed991eb6df8c679e8128812442d376b9218eb5f460echbb7.dcm
— file-name-168.dcm — 001-000001

—— file-name-175.dcm F—= il

— file-name-182.dcm L—op

— file-name-189.dcm L— ab457c933558dd52e81d034b6147e02337037F3ae7d92d33d2c52ecbc92f2358.dem
— file-name-196.dcm — MG

— file-name-203,dcm L—op

— file-name-210.dcm > L — 666219404d9bc96fa811a7734a1324c44c19748¢c5¢cc22bB0bb787dacbf396eab.dcm
— file-name-217.dcm — 001-000002

—— file-name-21.dcm — MG

— file-name-224.dcm L—2

— file-name-231.dcm L— 9428f500f6ad680eb8026T44e826e33451395509a112d68ddc1a514¢333c6784.dcm
—— file-name-238.dcm — MR

—— file-name-245.dcm L—2

— file-name-252.dcm L— d18c500chbfb09477a8e41db585f9f081d2ecc4a388f5ef40d89cda9638905787.dem
— file-name-259.dcm — 001-000003

— file-name-266.dcm T

— file-name-273.dcm — 4

— file-name-280.dcm L— 5b41b8507f2840a0611398acleaad8babcf0468e6T58Th082654777ad54a9bb4d . dem
— file-name-287.dcm MR

— file-name-28.dcm L— 4

— file-name-294.dcm L— d556ch2ad8ee249592a4c43ded6ed55d42322858aa3f40abb1721b537fafeff4.
—— file-name-301.dcm — 001-000004

— file-name-308.dcm I— ET
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Q\ICISIVE

Semi-automatic annotation tool

The user may: G\ICISIVE Source code | Home pa

odel

* Segment local DICOM and NifTi e i

Prediction shape: ,256,256,3

[[nput

files with pretrained models

Chaose Files | Na file chasen
Choose File | masks-multiclass
Index: 10/44

=3

e Correct the segmentation using a HAW: 304630

Reset image value

lInference

Va riable Size erSh Predict current image

Predict all i

ung
ovid-19
sh size:
-—

Save predictions to disk

N
o
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Federated re-training protocol — currently Scisive
considered fields

"classNames": ["Array that", "contains”, "the names of the classes"],
exampIeDataUrI" "Optlonal URL or local file of an example data of this model",
"loss": "Optional: loss used for training (can be any
of https //|s.tensorflow.org/api/latest/#Training-Losses)",
machlneLearnlngType" "type of machine learning algorithm for the model (can be
any of’ |mage classification’, 'image segmentation’)",
"metrics"; ["Optional: can be any of https://js.tensorflow.org/api/latest/#Metrics"],
"modelDownloadUrl": "URL or local filepath of model.json",
"modelUploadUrl"; "Optional: URL of remote server or local directory",
"name”: "name of the configuration (e.g. indicate imaging modality and disease)",
"optimizer": "Optional: optimizer used for training (can be any
of https //|s.tensorflow.org/api/latest/#Training-Optimizers)",

\ "projectUrl": "Optional: URL of the project that has created the model"

This project has received funding from the European’s Horizon 2020 research
and innovation programme under Grant Agreement number: 952179



Q\ICISIVE
Usage for semi-automatic annotation tool

load a set of DICOM/NIFTI files
view the loaded files
navigate through the loaded files

load a pretrained segmentation network (depending on the imaging modality
and disease)

correct the automatically generated masks using a brush tool with variable
radius

6. choose different labels
import the annotations in a NIFTI file for further editing
8. export the annotations in a NIFTI file

a bk~ owbdeE

~
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Q\ICISIVE

NIifTiI to GLB conversion tool

e Separate tool that converts from NifTito a  ®cisive| source code | Home page / NifTi to GLB conversion tool

GLB file

Load NifTi file: | Choose File |[No file chosen

Marching cubes step size: 2 ™=@

« Basedon WebAssemny through PySCI‘Ipt Laplacian smoothing iterations: 1 @

| Convert

 Can’'t be merged with semi-automatic
annotation tool due to technical reasons
(different technologies involved)

 Can't be merged with the augmented

reality tool due to computational restriction
reasons (out of memory errors for middle-

tier smartphones)

This project has received funding from the European’s Horizon 2020 research
and innovation programme under Grant Agreement number: 952179




Q\ICISIVE
Augmented reality tool

Fucisive | Source code | Home page / Augmented reality tool

AR visualization tool will allow the Load GLBAIC RRSRE e
. |Laadsample
HealthCare Professional to:

« Upload GLB files converted from
NifTi
e Scale / rotate the volume

 Obtain a detailed view of the area
of interest '
» Conclude to a more comprehensive
diagnosis
® a

This project has received funding from the European’s Horizon 2020 research
and innovation programme under Grant Agreement number: 952179




Q\ICISIVE
Tools evaluation procedure

Feedback and evaluation of medical report tool

August 2022 — November 2022:
» informal testing of the first version
« qualitative feedback from the healthcare professionals and other users.

» focus mostly on the general structure of the Ul, the functionalities that are provided and
the overall user experience

December 2022 — January 2023:
« formal testing of the second version
« quantitative feedback from the healthcare professionals and external users

This project has received funding from the European’s Horizon 2020 research
and innovation programme under Grant Agreement number: 952179




. . Q\ICISIVE
Tools demonstration — links (1/2)

* First download these:

* DICOM generated data: https://github.com/pbizopoulos/dicom-de-identification-and-
curation-tool/releases/download/dist/generated-data.zip

» NifTi files for semi-
automatic annotation https://drive.google.com/uc?id=1ruTiIKdmaghgdbE9XOEmM|OGIing76

NnrTK2m

e Then visit:
» https://incisive.iti.qr/

» Transfer GLB file from PC to smartphone with https://wormhole.app/

This project has received funding from the European’s Horizon 2020 research
and innovation programme under Grant Agreement number: 952179




Q\ICISIVE

Tools demonstration — links (2/2)

 Ready to use

masks NifTi; https://qgithub.com/pbizopoulos/semi-automatic-annotation-
tool/releases/download/dist/masks.nii

masks multiclass NifTi: https://github.com/pbizopoulos/semi-automatic-annotation-
tool/releases/download/dist/masks-multiclass.nii

masks GLB: https://github.com/pbizopoulos/nifti-to-glb-conversion-
tool/releases/download/dist/masks-step-size-2-iterations-1.qglb

masks multiclass GLB: https://github.com/pbizopoulos/nifti-to-glb-conversion-
tool/releases/download/dist/masks-multiclass-step-size-2-iterations-1.glb

This project has received funding from the European’s Horizon 2020 research
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