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Automated data curation, annotation and
anonymization mechanisms

First stage:
• Gather general user requirements
• Choose external tools
• Manual de-identification and annotation procedure using external tools
Second stage:
• Gather INCISIVE specific user requirements
• Implement INCISIVE tools

• Dicom de-identification and curation tool
• Semi-automatic annotation tool
• NifTi to GLB conversion tool
• Augmented reality tool

• (semi)automatic de-identification and annotation procedure
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De-identification Protocol

• Review available de-identification tools
• Review de-identification tools used by INCISIVE Data Providers
• Review of available datasets with synthetic PHI to be used for the evaluation of the

de-identification performance
• Review of de-identification protocols (e.g., TCIA, MMIC-CXR, GIFT-cloud,

RECOMIA, TraIT, NEMA)
• Definition of the first de-identification protocol
• Correct and refine
• Definition of the second de-identification protocol
• Continuously communicate and refine understanding of GDPR from the technical

point of view
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• Free and open source (RSNA public
license)

• Offers the following functionalities:
• A range of de-

identification techniques (remove,
keep, hashdate etc.)

• Persistent index between the
identified and de-identified patients
(pseudonymization mapping)

• DICOM viewer
• Selected in another project of AI4HI WG

External De-identification tool – CTP

De-identification script with a range of de-identification techniques

Pseudonymization mapping
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• Free and open-source (GPL)
• Runs on multiple platforms (Linux,

MacOS, Windows)
• Manual and semi-

automatic annotation
methods (active contours)

• Selected in other AI4HI WG projects

External Annotation tool - ITK-SNAP
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External tools general issues

• Installation often
problematic:

• Installation guidelines
created

• Usage often problematic:
• Usage guidelines

created

• OS compatibility issues



INCISIVE tools
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• Ease of use vs customizability (for tools)
• usability vs privacy (for data)
• Cannot have both

Trade-offs identified
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Decided according to the needs of INCISIVE and more particularly the
following stakeholders:
• Data providers (want easy to use and privacy-oriented tools, tailored to their

needs)
• Legal partners (want legal and ethical compliance)
• AI developers (want more usable data for model training)
• Developers (want easy of development and deployment)

Tool feature selection procedure
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Web based client-side application approach

Privacy - medical data do not leave the user’s side
Installation - no need to install a separate program besides having a modern browser
Usage - familiar user interface based on web technologies
Uniformity - of the tools developed in other tasks

Advantages of the web applications approach
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Process in general (1 / 2)

De-
identification
and curation
tool (T5.2)

Semi-
automatic
annotation
tool (T5.2)

NifTi to GLB
conversion
tool (T4.7)

Augmented
reality tool

(T4.7)

Re-training
functionality
(T5.2, T4.7)
not yet ready
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Process in general (2 / 2)
https://incisive.iti.gr/
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De-identification and curation tool
• Removes or modifies all directly

identifying patient attributes and many
indirectly identifying elements, which
follows state of art and approach
followed by other AI4H projects

• Patient cannot be re-identified by
technical partners, but for data providers
data is pseudonymized (data providers
keep the mapping table)
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1. load a set of DICOM files or folders that contain DICOM files
2. choose options for de-identification
3. choose options for curation
4. export the de-identified files

Usage for DICOM de-identifier and curator
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Original

De-identification sample

Basic profile Remove patient characteristics
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Data curation includes "all the processes needed for principled and controlled
data creation, maintenance, and management, together with the capacity to add
value to data".[1]
At the start of the project, we defined it as the process of rearranging the files:
• into a common folder structure (Patient Name -> Modality -> Series Number)
• giving them a unique name

• achieved using SHA256 on the file itself (this is a solution proposal for the duplicate files)
• using a dicom tag UID does not guarantees uniqueness

It was also agreed that image normalization should be done on the AI
development to allow greater freedom to the AI developer to choose an
appropriate method.

Regarding curation

Renée J. Miller, “Big Data Curation” in 20th International Conference on Management of Data (COMAD)
2014, Hyderabad, India, December 17–19, 2014
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Curation sample
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Semi-automatic annotation tool
The user may:

• Segment local DICOM and NifTi

files with pretrained models

• Correct the segmentation using a

variable size brush
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{
"classNames": ["Array that", "contains", "the names of the classes"],
"exampleDataUrl": "Optional: URL or local file of an example data of this model",
"loss": "Optional: loss used for training (can be any

of https://js.tensorflow.org/api/latest/#Training-Losses)",
"machineLearningType": "type of machine learning algorithm for the model (can be

any of 'image classification', 'image segmentation')",
"metrics": ["Optional: can be any of https://js.tensorflow.org/api/latest/#Metrics"],
"modelDownloadUrl": "URL or local filepath of model.json",
"modelUploadUrl": "Optional: URL of remote server or local directory",
"name": "name of the configuration (e.g. indicate imaging modality and disease)",
"optimizer": "Optional: optimizer used for training (can be any

of https://js.tensorflow.org/api/latest/#Training-Optimizers)",
"projectUrl": "Optional: URL of the project that has created the model"

}

Federated re-training protocol – currently
considered fields
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1. load a set of DICOM/NIFTI files
2. view the loaded files
3. navigate through the loaded files
4. load a pretrained segmentation network (depending on the imaging modality

and disease)
5. correct the automatically generated masks using a brush tool with variable

radius
6. choose different labels
7. import the annotations in a NIFTI file for further editing
8. export the annotations in a NIFTI file

Usage for semi-automatic annotation tool
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• Separate tool that converts from NifTi to a
GLB file

• Based on WebAssembly through PyScript
• Can't be merged with semi-automatic

annotation tool due to technical reasons
(different technologies involved)

• Can't be merged with the augmented
reality tool due to computational restriction
reasons (out of memory errors for middle-
tier smartphones)

NifTi to GLB conversion tool
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Augmented reality tool

AR visualization tool will allow the
HealthCare Professional to:
• Upload GLB files converted from

NifTi
• Scale / rotate the volume
• Obtain a detailed view of the area

of interest
• Conclude to a more comprehensive

diagnosis
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Tools evaluation procedure
Feedback and evaluation of medical report tool

August 2022 – November 2022:
• informal testing of the first version
• qualitative feedback from the healthcare professionals and other users.
• focus mostly on the general structure of the UI, the functionalities that are provided and

the overall user experience

December 2022 – January 2023:
• formal testing of the second version
• quantitative feedback from the healthcare professionals and external users



This project has received funding from the European’s Horizon 2020 research
and innovation programme under Grant Agreement number: 952179 27

• First download these:
• DICOM generated data: https://github.com/pbizopoulos/dicom-de-identification-and-

curation-tool/releases/download/dist/generated-data.zip
• NifTi files for semi-

automatic annotation https://drive.google.com/uc?id=1ruTiKdmqhqdbE9xOEmjQGing76
nrTK2m

• Then visit:
• https://incisive.iti.gr/

• Transfer GLB file from PC to smartphone with https://wormhole.app/

Tools demonstration – links (1/2)
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• Ready to use
• masks NifTi: https://github.com/pbizopoulos/semi-automatic-annotation-

tool/releases/download/dist/masks.nii
• masks multiclass NifTi: https://github.com/pbizopoulos/semi-automatic-annotation-

tool/releases/download/dist/masks-multiclass.nii
• masks GLB: https://github.com/pbizopoulos/nifti-to-glb-conversion-

tool/releases/download/dist/masks-step-size-2-iterations-1.glb
• masks multiclass GLB: https://github.com/pbizopoulos/nifti-to-glb-conversion-

tool/releases/download/dist/masks-multiclass-step-size-2-iterations-1.glb

Tools demonstration – links (2/2)
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